IPedge Feature Desc. 5/25/12

OVERVIEW

IPedge Enterprise Manager Active Directory Sync (ADSync) is a feature
that automatically configures telephone users in the IPedge system
based on data entry in the Active Directory service.

Active Directory Sync is a menu in Enterprise Manager. No external
application is necessary.

It supports manual and scheduled approaches.

It supports Microsoft Active Directory (AD) service and OpenLDAP
service.

ADSync only reads data from Active Directory service but does not
write data to the Active Directory.

Any change made in IPedge is not propagated to AD.

When there is a new entry in AD, a new user is created based on the
AD and ADSync settings and default settings for the telephone in the
IPedge system.

If a user is deleted from AD, an entry in IPedge is removed or
disabled based on setting in the ADSync.

In case of manual synch, all the changes are shown, and information
can be edited before applying changes.

Unattended Synch can be scheduled. The scheduler uses Linux
CronTab.

Items to be synced are Name, DN, User ID and email for UM.

Enterprise Manager Personal Administration (EMPA) is able to login
using AD authentication when AD authentication is enabled.

Multi-node IPedge systems are supported. The node is identified by
the specified key field and key value.

When applying changes (including auto synch with schedule), an
application check box is shown. If it is selected, the user is created for
the application. Applications will be EMPA and Messaging.

One user/password authenticated by AD can login to EMPA and
Voicemail. But to login to Voice Mail from a telephone requires a
separate password.

ADSync will not create an Enterprise Manager administration account
or user. AD authentication does not apply to Enterprise Manager
administration user.

An AD user account must have a valid phone number in the
designated phone attribute in order to be queried.

An AD user which does not have a phone number is excluded from
this process.
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Active Directory IPedge Active Directory Synchronization (AD sync) allows an
Synchronization (AD administrator to import user information such as the name and telephone
sync) number to the IPedge system. It makes it easy for an administrator to

install the new system by importing the user information from the existing
Active Directory. It can also be used to automatically import changes such
as new users, deleted users, and modifying existing users by scheduling
synchronization.

AD sync supports networked IPedge systems, and users can be assigned
to the proper IPedge system based on the value of the specified data field
such as Office in the Active Directory.

Active Directory Sync also supports LDAP server.
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Active Directory Sync Operation - Not applicable. See PROGRAMMING section.
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PROGRAMMING

Active Directory Click on Station > Active Directory Sync.
Synch

The various configuration options screen displays (shown below).

Active Directory Setting Configure Active Directory/OpenLDAFP connection, Preference, multiple server mapping. ..

Manual Synchronization Synchronize Active Directory/OpenLDAP data and manage data manually.

Automatic Synchronization Setup schedule attribute and template data for unattend data synchronization.

History Viewer Open Active Directory Synchronization history log file,

Active Directory The administrator will need to provide AD Administrator information in
Settings order to enable the IPedge to connect to the Active Directory service. The
AD connection must be pre-configured in order for Enterprise ADSync to
perform the data synchronization.

The connect information is saved in Enterprise Manager database and
use by both manual and unattended schedule.

Enterprise Manager provides a [Test Connection] button to verify the
connection to the Active Directory (shown below).
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To connect to AD Service user needs to provide AD Administrator
information, such as, User Name, Password, AD Server IP address,
LDAP port and Domain Name (shown below).

Default port is 389.

Server Connect Information

& user
Name:
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‘J'Hnst | s =
172,18 2157

Name/IP: P M ol

< LDAP —

Port: i

-..:- Domain

ga.mailZ.com
Hame: e

Te=t Connection

When Enterprise Manager ADSync successfully connects to AD service a
screen with “Your connection has been verified” displays.

If Enterprise Manager could not locate or connect to the AD service, then
the following message displays “Connection: Failed...”.

If AD service is connects but authentication fails or other error reports by
AD, and then the AD error message displays.

AD Authentication  The User created by ADSync has the capability to authenticate using AD
server for accessing Enterprise Manager Personal Edition.

Authentication mode can be set to

» Use only Enterprise Manager authentication — Enterprise Manager
uses the DN as the User ID.

» Use only AD authentication — uses the AD user name and password
to login.

» Use both IPedge and AD Authentication — Uses either DN or AD user
name to access Enterprise Manager Personal Administrator. The AD
user password is never synchronized nor saved to Enterprise
Manager database. Thus when AD user password is changed by the
AD administrator, the EMPA user needs to apply the new password. If
the password expiration is enabled, the new password must be set
from Windows or Microsoft applications.
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Integration Configuration

Multiple-Node Support

Synchronization Settings

Enterprise Manager administrator must specify the number of digits to be
used for a Prime DN in the IPedge server. A Prime DN can be from 3 to
10 digits in length.

ADSync uses telephone number stored in AD fields “telephonenumber” or
“ipPhone”. Only one field can be specified for a system/enterprise.

If user has more than one telephone number defined in AD, the main
telephone number will be used.

Preferences to create New DN

For parameters that are not in AD but are used for user creation can be
specified in Active Directory Setting page.

The setting will be used for both Manual synch and Automatic synch.
Manual synch lets the user modify or override the preset parameters
individually.

* Phone Type — Default value can be IPT telephone or SIP telephone.
* Create Mailbox — A mailbox will be created for the new user.

» Assign EMPA — Personal Admin (as know as EMPA) will be created
for this user or not.

* IPedge Net DN — In IPedge Net DN case, the DN will be propagated
to all Network DN tables in the IPedge Net servers.

e |IP Phone LCD name display — Administrator has the option to select
the phone display content from the AD Full Name attribute, Display
Name attribute or assembled from FirstName and LastName
combinations.

To distinguish the AD users belonging to different IPedge nodes, a key
field in AD can be specified.

The AD key field can be used are:

General _Description
General Office
Address_street

Address P.O.Box
Address City

Address State/Provin
Address Zip/Postal code
Address_County/region
Qrganization Title
Organization_Department
Organization_Company
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The values designated to an IPedge node are also defined in Enterprise
Manager server database.

If member server is detected by Enterprise Manager then the Multiple
Server Setting section displays. If member is attached then the Key Field
is mandatory.

The value can be text or number. If Key Field Value is blank then no user
will be created to this node.

If a Key value in AD does not match to any server key value then the user
will be recorded in the conflict report.

New AD Entry ~ When a DN does not exist in the IPedge system, it is treated as a New
User.

Predefined settings apply to all new users.

When an automatic sync is performed, a DN with the predefined phone
type will be created in the IPedge system; a matching Voice Mail box and
EMPA user can also be created if predefined. All Network DN tables can
be updated if predefined.

If a DN already exists in the target IPedge server, then the AD data
overrides the current Display Name.

In manual case, the predefined setting will be checked and presented to
the user for editing.

New user will be created when the checkbox is checked. Default the user
is unchecked.

User can edit Name to Display, Phone Type, Voice Mail box, EMPA and
IPedge Net option.

New User Update User Delete User Conflict

|:| Server Name Prime DN First Name LastName Name to Display Type VMail IPedgelet EMPA Email Address Uid
1 Mar 3779 Jeff Vogler [1eff vogler | [T v F 23779as

If the DN already exists in the target IPedge server, then Enterprise
Manager examines the display name. If display name does not match
then this user appears in Update category, otherwise it is ignored.

If the display name does not match, it is dropped in the Conflict category.

The Phone user creation follows the same rules of a normal station
creation in the Enterprise Manager Station Assignment. Such as ADSync
does not pre-screen for Network DN table conflict. Errors will be reported
in the log.

Note: ADSync does not scan AD data for potential failure condition
such as two AD users having the same last four digits in their
telephone number.
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Update User  When DN exists but User ID is not the same, DN will be in the Update
User group. The conflicting data is for informational purposes only.

When users last name or first name has changed, DN will be in the
Update User group.

If the Display Name is overwritten by the administrator using Enterprise
Manager then it will not show in the Update category until the name is
changed in AD.

Silent Update — When Enterprise Manager detects an existing PDN is
running sync the first time, an AD user sync record will be added.

If the telephone user has EMPA enabled then after updating, the user will
be able to login using the UID if it is applicable.

Update will not override the current EMPA, IPedge Net or voice mailbox
settings for an existing DN.

In the manual step, the only field that can be edited is the Display Name.

New User Update User Delete User Conflict
|:| Server Name Prime DN First Hame Last Name Name to Display Email Address Uid
O Mar 3739 Kenni Vo [kenni vo ] 2373988

To update the change, the checkbox must be checked.

Delete User  When a DN exists in the IPedge server but not in AD, data will be putin
the Delete User category.

In manual sync, a user in the Delete User category has the option to keep
the user, disable the port or delete the user from the server. A deleted
user can also have the option to keep or delete the voice mailbox.

In the case of automatic sync, a user is not deleted automatically. The
Administrator can preselect to Ignore or Disable the port. To permanently
remove the DN from the server, the administrator must use the Station
Assignment page.

New User Update User Delete User Conflict

|:| Server Name Prime DN First Name Last Name Phone User VMail
[ IPedge 2100 [keep v
[] Pedge 2101 Keep v
] iPedge 2102 Keéiﬁ v
O redge 2103 [keep v
[ IPedge 2105 Keep v

Conflict User  Users in the Conflict category will be displayed at beginning of the user
management page.

Enterprise Manager does not try to resolve the conflicts nor does it
provide a tool to resolve conflicts.
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A user can either correct the problem and run AD Sync again or ignore
the conflict and continue the rest of the integration.

Possible reasons for a conflict include:

* In a multiple server environment, a new user is missing the Group
Key field value. AD Sync could not determine which IPedge system to
assign the user to.

 When AD Authentication is applied, the same User ID appears for
multiple DNs.

* The user ID already exists, but the DN is not the same.

« The user ID exists and the DN is the same, but IPedge server node is
not same.

In automatic synch, the conflict user is logged in the report file.

Manual Synch Using Manual Synch you can select which organization unit(s) to be
synchronized. The administrator also can review and modify entries
before synchronizing the data in the IPedge server.

When manual synch is chosen, Enterprise Manager connects to the AD
Service and collects the organization unit data. Users can view the tree
hierarchy built (shown below) by Enterprise Manager that is similar to the
folder TreeView in the Active Directory Administrative Center.

]%IPedgeEnterpriseManager f_‘-aﬁ = f_J —] m =~ Page = Safety~ T

Admin Administrator Apr 05 2012, 12:27 PM V1.2.0-04

. Administration | System | Station | Trunk | LCR/DR | IPedge Net | Maintenance | Application | Help |

ﬁ Station - Active Directory Sync \

Select Organization Unit to search and synchronize.

S B (ocal)
- [ -Computers
----- [ -Domain Contrallers
+- ] -dummy
----- Finance
':‘ -ForeignSecurityPrincipals
..... & Hab
] -Managed Service Accounts
----- [ -Microsoft Exchange Security Groups

o

[ -Microsoft Exchange System Objects

| -Program Data
+- [ -System

-Users

Start Synchronize

When you click Start Synchronize, the following screen displays.

Check the box next to Server Name to select all or check appropriate
boxes individually.
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You can also change the type of station to either IPT or SIP using the drop
down in the type column.

Click the Save icon after making the appropriate changes.

New User Update User Delete User Conflict

Server Name  Prime DN First lame LastName Name to Display Type VMail IPedgelet EMPA Email Address Uid
IPedge 3882 david Fridiey ida'-.-'id Fridley | | IPT & | ) z36%2as@qga.mailZ.com z36!
IPedge 3720 Mark Carpenter |Ma|'k Carpenter | ! SIPF (% | |:| z3720a=@qga.mailz.com 37
IPedge 3693 Andy Bai [andy Bai | [T ] El 2361
IPedge 6762 Dan Sidervich |Dan Sidorvich | [PT ] Ll 2674
IPedge: 3712 Denniz Ball |Dennis Ball | |IPT v! |} z3712as@qa. mail2.com 3T
IPedge 2003 Hiep Tran |Hiep k. Tran | |—SIP VI P hiep@ga.mail2.com hiep
PPadge 7323 Hugh Le [Hugh Le | [T ] [ 23722as@qa.mailZ.com 237!
IPedge 3739 Kenny o IKenn}' Yo | |IPT VI i z373%as@qa.mailz.com z37,
IPedge 3800 Nestor Chacon |I‘-lest\:|r Chacon | |SIP v| |:| z3500az@qa.mailZ.com 361
IPedge G788 Roger Hsu |Roger Hsu | | IPT |» | | z678%as@qa.mailZ.com ZETi
IPedge 2352 Thu Dang [Thu Dang | [sp 1w O 2335232 @aa.mailz.com 233!

Note: Check Station > Station Assignments to verify the newly created
DNs.
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Automatic Synch ADSync can be configured to run unattended based on preset
parameters and conditions (shown below).

The Active Directory Settings described above apply to both Manual
Synch and Automatic Synch. There are some settings that only apply to
the unattended operation.

The unattended operation can be scheduled repeatedly or just once. The
scheduled events can be suspended, resumed or cancelled.

The result is an XML format log file. The Administrator can view or print
the file from the History Viewer.

E\blPedge Enterprise Manager f‘:}j - B =3 rg: v Page~ 5

Admin Administrator Apr 05 2012, 12-34 PM v

. | System | Station | Trunk | LCRf/DR | IPedge Met | Maintenance | Application | Help |

h Station - Active Directory Sync \

Status

E L1 3 ey a @ Last time [
S Action: = synchronized: |

@ scheduler start time: COperation Setting
| o P ) e | . b i =
Date: |04 ;'E! ;izcu | Time: EI |E & Search Base

Organization Unit Treeview

-Finance
-lak

Recurrence pattern -lzerz

O Mo recurrence

@ Hourly Every V_ hiours
O Daily
O Weekly

O Monthly

@ For deleted user:
® 1gnore (O Disable port

Schedule recurrence events  The Automatic Synch can be set up as recurring events to one time only,
every x hour, every x day, every day of the week or every month.

Schedule Start Time: The Start Date and Time is the initial time set for
scheduler to start. Once the scheduler has begun and the initial date and
time has passed, the field will be blank.

Recurrence Patterns:

No recurrence — can be set to run once at this time or can be set for a
future time to synch.

Hourly — The minimum time set can be from 6 hours to a maximum of 23
hours from the Start Time. The synch will run at the Start Date and Time,
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Pre-setting

Scheduler Control

P rhedaler afset tuee

O Ak - ¥

and recurring every x hour after. This is to avoid system performance
overhead.

Daily — Allow set from 1 ~ 31. ADSynch will be executed every x day from
the initial Start Date. The execution time is the Start Time that is initially
set.

Weekly — Specifies a day of the week to execute the synchronization. If
the start date does not match the day of the week supplied then sync will
run on the next matching day of the week. For example, if the schedule is
set to every Wednesday and Start Date is 1/24, which is Tuesday. The
scheduler will start on 1/24, but the first synch will run on 1/25. The
execute time is the Start Time that is initially set.

Monthly — Unit from 1 — 12. The recurring will be same date of the x month
duration. For example, initial Start Date is 1/24 and every one month. The
recurring date will be 1/24, 2/24, 3/24 ...etc. If a date set 30, 31 or 29 for
leap month then event gets ignored.

AD Sync does not delete a user unattended. The administrator must login
with Enterprise Manager and delete it from Station Assignments. If AD
Sync detects a user has been deleted from AD then Enterprise Manager
can either disable the IP port or ignore the change.

AD Sync search base field is mandatory. This field is not editable. The
User must use the Organization Unit Treeview to get the current data from
the AD server.

When the administrator saves the data in the page, the scheduler
automatically starts.

Scheduler status displays. User can temporary suspend the scheduler
being executing an action, resume paused scheduler or cancel scheduler
and remove all events.

AD Sync enables the administrator to set up a single unattended
execution without interrupt the recurring events. The information will

display when the event has not be executed. Once the event is executed
the data will be removed.

LF Land e nyechronued:

F Secarch Bawr
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History Viewer All AD Sync results are recorded into an XML formatted file. Enterprise
Manager provides the History View to view the recorded data. The
recorded data is presented in an intuitive readable format. The user can
view records by date and other categories. The entire log file can be
printed from the Web.

Please select action item for Active Directory Synchronization

Grouped View  View log history group by date and categories.

Plain Text View View log in plain text and printable format.

Grouped View

The log data is organized into New User, Update User, Delete User and
Conflict categories (tabs shown below). Data are sorted by date and time.

View history log:

Log date and time: | 01/20/2012 09:33:29 v

New User Update User Delete User Conflict

Dn Server Name  First Hame Last Name Action Result
6788 IPedge Ralph Smith IPT/MPI User zuccessfull created.
3161 IPedge Danial Pollind IPT/MPR User successfull created.

Station created successfully, however failed to create veicemail box. Voicemail Server IP address has
not been cenfigured for your system, please consult with the system administrator.
Station created successfully, however failed to create veicemail box. Voicemail Server IP address has
neot been cenfigured for your system, please consult with the system administrator.
Station created successfully, however failed to create voicemail box. Voicemail Server IP address has

3718 IPedge Test1 LastMame IPT/Mailbox/MPK

3756 IPedge Djie Tjoa IPT/Mailbox/MPH

344 IPedge Haty =i 1M aRooxMEW not been configured for your system, please consult with the system administrator.

3774 IPedge T Vu PTMailbos/ PN Station created successfully, however failed to createlvulcema il box. VUI.C?I'HEH Server P address has
not been configured for your system, pleaze consult with the =ystem administrator.

1234 IPedge Siok Tjoa IPT/MPI User zuccessfull created.

1133 IPedge Tom Cruize IPT/MPI Uszer zuccessfull created.
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Plain Text View

In this view, Enterprise Manager retrieves log data and formats the data
into readable plain text format. There is a [Print] icon which can print all
the content.

Dmscription P ]

Smehronization Date: Job run byl 3 |

sty

1774 Jason Vu - Reasore Umable 1o masich IPedge server Key valse with Active Directory field
M4E3 PETER TRAN - Roason: Unable o malch Pedge asrar By valug with Active Direclory Seld.
3540 Ericcaan Abing - Reason: Unable to malch IPedge asrms Key value with AcBve lireciory feld.

Symzhronization Dete: 03212012 193508 Job run by @ Admirésirstor, I
Created User

L ]

ETESUARAN - Aoger Feu - IPTIANIDoLWIPK - Resule Sabon cresied susoss sfully, however tailed to crests il bok ok il Server IP add Ihas mot been configured fer

yeur ayatem, please cansull with the syalem adminisiralon,
L T I

GTEE Ralph Smith . Besson: Unabis bo malch Pedge server Key walus wilh Active (ireciory Seld.

TU6N Deanied Polind . Restcrn: Bnabis bo malch Pedge server Ky valos with Active Denectary fisid

FiRh Durtd Suh - Reason: Dnabis (o malch Pedge sanar Kay vales with Active Directory fetid.

T4 Jamen Wi - Reasor Urable o maich IPedge server Bey value with Active Denectory fald,

463 PETIR TRAN - Resson: Unsble o maich IPedge senver Key value with Active Direciory field.

1540 Erieeson Abing - Resson: Unable 1o mateh IPedges sermer ey value with Aztve Direciory fiskd.

SFmChroni ateen Date: 03722003 AR Job run by © Admérssirator, ]

sty

TLAANIN - Kalz Yamaguehi - IPTIMSIESATPM - Result Sation creabed successfully, hiwever Taled to creabe voloemal box, Vacemall Server IP a3dress has not Been
configuned for your system, please consult with the system adménisirator.

Log file rolling

The log file is in xml format named AdSyncLog.xml. If the file size reach
the maximum size of 10M then it rolls to AdSyncLogl.xml and starts a
new AdSyncLog.xml. The file only rolls one version.
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Other Application
Sync

Enterprise Manager  An EMPA user may be created according to the ADSync preference
o ~ Personal setting or manual setting selected.
Administration (EMPA)
If EMPA creation is selected, user last name, first name, uid and email
from AD are stored for the EMPA user.

If AD authentication is enabled, EMPA user that is able to log in uses AD
user name and password.

EMPA user that is created from Enterprise Manager does not have the
AD authentication capability.

Messaging The user is able to login into IPedge Messaging from EMPA uses the AD
name and password. If the user is accessing the mailbox via a telephone,
they are required to use the mailbox password.

Other Directory Enterprise Manager ADSync also supports LDAP/OpenLDAP
Service Support

The LDAP option is to provide a platform for the user that is using LDAP
protocol service to able to use this Sync feature.

AD Sync can only supports customers configured with OpenLDAP in the
most common setting.
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CAPACITY
AVAILABILITY IPedge systems R1.2 and later.
RESTRICTION « Active Directory (AD) sync tool won't allow users to change AD

passwords. If password is expired, users must use Microsoft
Windows or Microsoft Outlook to change their passwords.

» AD Sync tool is not using encrypted LDAP with SSL.

* AD Sync tool does not allow Admin to provide multiple values for
Multiple Server Key when synchronizing users from multiple OUs of a
domain.
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HARDWARE No additional hardware is necessary for this feature.
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FEATURE INTERACTION IPedge License control: Ensure that there are End-Point and voice mail
mailbox licenses available when creating SIP and IPT stations.

© 2011 Toshiba Information Systems, Inc. All Rights Reserved. All product, service and company names are trademarks, registered trademarks or
service marks of their respective owners. This document and the information included herein is subject to change without notice. 1-18



	OVERVIEW
	Active Directory Synchronization (AD sync)
	Active Directory Sync
	PROGRAMMING
	Active Directory Synch
	Active Directory Settings
	Manual Synch
	Automatic Synch
	History Viewer
	Other Application Sync
	Enterprise Manager Personal Administration (EMPA)
	Messaging
	Other Directory Service Support

	CAPACITY
	AVAILABILITY
	RESTRICTION
	HARDWARE
	FEATURE INTERACTION

